
Allstate Digital FootprintTM 
A digital footprint is a collection of all the personal 
information you’ve left behind that might expose 
you to risk. The Allstate Digital Footprint, part of 
Allstate Identity Protection Pro Plus, offers 
a simple way for you to see and secure your 
information, and is our next step in reinventing 
digital and identity protection. Manage and protect 
all the personal information you and your family 
shares with companies while shopping, banking or 
using social media.

Dark web monitoring 
In-depth monitoring goes beyond just  
looking out for a participant’s Social Security 
number. Bots and human intelligence scour closed 
hacker forums for compromised credentials and 
other personal information. Then we immediately 
alert participants who have been compromised. 

Comprehensive monitoring and alerts 
Proactive monitoring helps you stop fraud at its 
earliest sign and enables quick restoration for 
minimal damage and stress.

Enhanced identity monitoring 
Our proprietary monitoring platform detects  
high-risk activity to provide rapid alerts at the first 
sign of fraud.

High-risk transaction monitoring 
We send alerts for non-credit-based transactions 
like student loan activity and medical billing. 

Account activity 
You’re alerted when unusual activity on your 
personal banking accounts could be a sign of 
account takeover.

Financial activity monitoring 
Alerts triggered from sources such as bank 
accounts, thresholds, credit and debit cards,  
401(k)s, and other investment accounts help you 
take control of your finances.

Social media monitoring 
Our enhanced monitoring keeps tabs on  
social accounts for everyone in the family, watching 
for vulgarity, threats, explicit content, violence, and 
cyberbullying. As an exclusive to Allstate Identity 
Protection Pro Plus, we look out for account 
takeovers that could lead to costly reputation 
damage. 

IP address monitoring 
Exclusive to Allstate Identity Protection Pro Plus, 
we scan for malicious use of your IP addresses. IP 
addresses may contribute to a profile of an 
individual, which — if compromised — can lead to 
identity theft. 

Lost wallet protection 
Easily store, access, and replace wallet contents. 
Our secure vault conveniently holds important 
information from credit cards, credentials, and 
documents.

Product features

Our proprietary 
technology solutions
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We’re reinventing identity protection with proactive monitoring 
that helps you see, manage, and protect your personal data.



	











































Best-in-class customer care 
Should fraud or identity theft occur, highly trained 
in-house experts are available 24/7 to fully restore 
compromised identities, even if the fraud or identity 
theft occurred prior to enrollment. And with a $1 
million identity theft insurance policy — including 
reimbursement for HSA and 401(k) accounts† 
for Allstate Identity Protection Pro Plus participants 
— you can rest assured that you’re protected. 

Full-service case management 
and resolution 
We fully manage your restoration case, helping you 
save time, money, and stress. 

Highly trained and certified 
support team 
Our in-house experts are trained and certified 
to handle and remediate every type of identity 
fraud case. When resolving complex cases of 
identity theft, our satisfaction score is an  
industry-leading 100%. 

24/7 U.S.-based customer care center 
We believe customer care is an essential part of our 
team. Our support center is located directly in our 
corporate headquarters, and our customer care 
team is available 24/7. 

$1 million identity theft insurance 
If you fall victim to fraud, we will reimburse your 
out-of-pocket costs.†

Stolen funds reimbursement 
We’ll reimburse you for stolen funds up to $1 
million, including stolen 401(k) and HSA funds for 
Allstate Identity Protection Pro Plus participants. 
We’ll even advance tax refunds.† 

†Identity theft insurance underwritten by insurance company subsidiaries or affiliates of Assurant. The 
description herein is a summary and intended for informational purposes only and does not include all terms, 
conditions and exclusions of the policies described. Please refer to the actual policies for terms, conditions, and 
exclusions of coverage. Coverage may not be available in all jurisdictions. 




